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Never Break the Chain: Software Supply Chain Risks and Solutions
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ver the past year, cyber inci-

dents have dominated the

headlines and, in turn, are caus-
ing sleepless nights for boards, C-level
executives, and their legal counsel. In
the wake of hospitals, food producers,
oil pipelines, and companies across
all sectors being disrupted by ran-
somware attacks, the Biden adminis-
tration has declared that contending
with cyber incidents is “essential to
national and economic security[.]”
Executive Order on Improving the
Nation’s Cybersecurity, E.O. 14028
(May 21, 2021).

Regulatory and other government
agencies have received the message
and are shifting into high gear with
new initiatives and actions to drive
improvements in cybersecurity prac-
tices, which were for many years left
to the private sector to manage.
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Against these looming harms and
rising expectations, software sup-
ply chain risks have broken into the
mainstream, largely due to a series
of highly publicized incidents over
the past year. (The most notable of
these incidents involved network
monitoring software produced by
SolarWinds and an open-source log-
ging utility incorporated into an array
of applicable and services known as
“Log4j.”) As a result, cyber regula-
tors have taken notice and advised
companies to act on this risk, which
is often managed by IT professionals
without meaningful input or involve-
ment from legal counsel or senior
management.

In this article, we examine software
supply chain risks, analyze legal and
compliance requirements arising from
New York’s cyber laws, and offer rec-
ommendations to move forward on
this area of critical risk that is often
neglected or, worse, ignored.

The Digital Supply Chain Problem

It is virtually impossible to oper-
ate in today’s interconnected world
without heavy reliance on software
and service platforms developed
and maintained by third parties.

D, Ot

Once placed into service, both must

be closely monitored because, over
time, their latent flaws are discovered
and become widely known among both
information security professionals
and cyber threat actors. For the lat-
ter group, those vulnerabilities are the
cyber equivalent of finding a “golden
ticket” to Wonka’s Chocolate Factory.
They provide the means (or “attack
vector” in cyber-speak) for bad guys
to worm their way into a company’s
network.

Most of the time, vulnerabilities
are introduced into the software and
platforms through inadvertence in
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the ordinary course of development,
against the backdrop of tight dead-
lines to debut a new service or add
features to existing ones. In the rarer
but more troubling cases, malicious
actors sneak vulnerabilities into soft-
ware and platforms right under the
noses of the developers and provid-
ers. Whatever the origin, companies
face serious challenges mitigating the
risks that flow from exploitable bugs
and “backdoors” in their software
solutions.

Legal Analysis

In New York, the legislature and its
financial regulator have issued require-
ments regarding cybersecurity: The
Stop Hacks and Improve Electronic
Data Security Act (SHIELD Act) (NY
Gen. Bus. §899-bb) and the New York
State Department of Financial Ser-
vices Cybersecurity Regulation (the
NYDFS Regulation) (23 NYCRR Part
500). These laws cover a wide range of
businesses, with the SHIELD Act target-
ed to businesses that own or license
computerized data belonging to New
York residents, and the NYDFS Regula-
tion covering companies that operate
under a license or similar authoriza-
tion under New York’s banking, insur-
ance, or financial services laws. Here,
we are less concerned about who is
covered, and more interested in what
the laws say about measures to con-
tend with software supply chain risks.

The NYDFS Regulation, which took
effect on March 1, 2017, was and
remains groundbreaking in its impo-
sition of heightened cybersecurity

standards on businesses. Even so,
the NYDFS Regulation’s requirements
are highly generalized requirements
as it pertains to software supply chain
risks. The main requirement is that
covered companies have written
policies and procedures to assess
and mitigate cyber risk arising from
“Third Party Service Provider(s),” a
defined term in the regulation. See
NYCRR §§500.1(n), 500.11. With that
said, the NYDFS Regulation does not
specifically “call out” software supply
chain risk. Furthermore, what obli-
gations the NYDFS Regulation does
impose relating to third-party cyber
risks only cover those third parties
that interact with certain defined cat-
egories of sensitive information. See
NYCRR §§500.1(g), (n). This gap is
critical because any software or plat-
form used by a business can create
a significant risk of a crippling cyber
attack, not only those used to store
or process sensitive data. While the
NYDFS Regulation itself may be more
circumscribed, the Department’s state-
ments in the wake of recent incidents
suggest that businesses should have
robust controls and processes for
addressing software supply chain
risks. See Report on the SolarWinds
Cyber Espionage Attack and Institu-
tions’ Response (April 2021); Industry
Letter re: Log4j Vulnerability (Dec. 17,
2021); see also FTC Warns Companies
to Remediate Log4j Security Vulner-
ability (Jan. 4, 2022).

The SHIELD Act, which became
effective on March 21, 2020, imposes
a “reasonable” security requirement

on certain organizations, which can be
met by implementing a data security
program that includes administrative,
physical, and technical safeguards to
protect the security, confidentiality,
and integrity of private information.
Like the NYDFS Regulation, the SHIELD
Act prompts companies to be vigilant
to the risks that arise when relying
on third-party service providers. 899-
bb(2)(b)(ii))(A)(5). The SHIELD Act
also specifically calls attention to
software supply chain risks as one of
the technical safeguards companies
should implement. 899-bb(2)(b)(ii)(B)
(1). However, companies are largely
left to fashion their own approaches
under the SHIELD Act’s “reasonable”
benchmark.

In short, while New York’s cyber
laws are among the most innovative
and forward-looking in the nation,
even they have not kept pace with
the dangers lurking in the software
supply chain. As a result, compa-
nies must look beyond these laws to
identify actions and benchmarks for
adequate management of these risks.

Recommendations

Businesses can take actions in the
following areas to address software
supply chain risks.

Obtain Board and Executive Lead-
ership ‘Buy-In’. This is the most
critical element to any cyber risk
program. Without accountability at
the top and adequate investment in
people, processes, and technology,
companies will remain behind the
curve in dealing cyber risks. Leader-
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ship must champion and establish
enterprise-wide cybersecurity and
supply chain risk management aware-
ness and promote cybersecurity and
supply chain risk management as a
business priority.

Cybersecurity Program. Develop
and implement robust information
security policies including (1) risk
assessments, (2) third-party vendor
management policies, (3) vulnerabili-
ty/patch management policies, and (4)
incident response plans. These should
be drafted (or revised) to include spe-
cific standard operating procedures
on how to conduct supply chain risk
management assessments and ensure
security compliance with critical ven-
dors in the supply chain.

Vendor Diligence, Compliance, and
Controls. Conduct diligence on each
company vendor and establish a stan-
dard set of cybersecurity protocols.
Diligence should look at information
about the vendor’s product and sup-
ply chain risk management practices
and financial ability to provide ongo-
ing vulnerability support. Companies
should seek a software bill of materials
(i.e., alist of components in a piece of
software—both open source and com-
mercial) so they can track their expo-
sure as vulnerabilities come to light.
Assess technical security risks prior to
onboarding new applications and con-
sider commissioning an independent
penetration test or source code review
for business critical applications.

Implement a Documented Vulner-
ability Management Program. Using
instructions from the vendor, IT teams

should configure software to automati-
cally check for and install patches. Be
sure that that software licenses are
properly registered with the vendor,
including contact information, so that
vulnerabilities and mitigation strate-
gies can be communicated on short
notice. Follow all vendor instructions
to harden software, operating systems,
and firmware.

Seek Contractual Protections. Com-
panies engaging vendors can include
privacy, security supply chain risk
management provisions in service-
level agreements that can help man-

Most of the time,

vulnerabilities are introduced
into the software and platforms
through inadvertence in the or-
dinary course of development,
against the backdrop of tight
deadlines to debut a new service
or add features to existing ones.

age and mitigate supply chain risk.
These should cover physical, techni-
cal, and administrative information
security standards for vendors and
their extended suppliers, as well as
measures to audit or obtain assur-
ances regarding the same. Include
cybersecurity incident notification
timelines, which should extend to
notification that a critical vulnerabil-
ity has been discovered and is being
exploited. Finally, companies should
establish regular communication chan-
nels between itself and its vendors
to continually evaluate the vendor’s

security practices, lest the assessment
become a “one and done” exercise.

Establish Security Controls to Miti-
gate Impact. Companies can mitigate
some supply chain risks by implement-
ing various technical security controls.
Limit vendor’s access to only the data
they need to provide the service. Back
up critical company data off network
so business operations can be restored
in the event of a ransomware attack.
Where feasible, apply basic network
segmentation to isolate different parts
of the enterprise.

Conclusion

Vulnerabilities in trusted software
and platforms have always existed,
but only recently have they come to
be seen as the vector for a debilitating
cyber attack. Business leaders and
their counsel are best served taking
ownership of this challenge and guid-
ing their compliance and information
security teams on the issue. The risks
are too high and cyber threat actors
too cunning to wait for laws to emerge
to tell them to do so.
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