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An update on compensation
claims under the EU GDPR

CJEU Advocate General: No compensation for mere upset
feelings. By Lore Leitner, Arjun Dhar, Josephine Jay and
Miles Lynn of Goodwin.

he EU General Data Protec-  what  constitutes  “non-material

tion Regulation (GDPR), damage” and the associated level of

under Art. 82, provides the  damages to be awarded has long been
right for any person who has suffered ~ a contentious topic in European
material or non-material damage asa  jurisprudence.
result of a GDPR infringement to

receive compensation. However, Continued on p.3

Latin America’s EU linked
Model Contractual Clauses for
iInternational data transfers

A session at the Global Privacy Assembly explained how Model
Contract Clauses are creating business value in Latin America.
Stewart Dresner reports from Istanbul.

tandard and Model Contractual
SClauses, as a legal basis for
transferring  personal  data
between jurisdictions, create business

rights, and have advantages over con-
sent (which can be withdrawn) and
Binding Corporate Rules (usually

value while protecting individual Continuned on p.5
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If you can take your eye off
the ball, watch the app!

The World Cup in Qatar has attracted attention to many aspects other
than football itself, one of them being lack of privacy. The tens of
thousands of surveillance cameras using facial recognition technology
prompted France’s DPA, the CNIL, to advise football fans to use a
burner mobile (an inexpensive prepaid anonymous phone) in order to
safeguard their personal data. Germany’s federal DPA has also issued a
warning about Qatar’s data collection via World Cup apps and advised
visitors to not take their usual phone to Qatar due to excessive data
collection via the app. Ironically, Qatar has had a data protection law in
force since 2017, but is not on the list of jurisdictions regarded by the
EU as “adequate”.

The dilemmas posed by facial recognition technologies was one of the
issues debated by the DPAs at their annual international conference in
Turkey, where they adopted a resolution on this technology (p.21).
Stewart Dresner and I attended the open days of the conference. Read
an overview of the proceedings on p.17 and the latest news about Latin
American Standard Contractual Clauses and other developments in the
region on p.1.

Indonesia’s data protection law in now in force — a major change in the
world's fourth-most populous country (p.22). Bangladesh has prepared
a Bill (p.26) and the EU has several Acts in the pipeline that will affect
the data protection framework. The draft AT Act is making progress,
and the Digital Services Act, EU’s new online content regulation, has
been in force since 16 November. Companies now have until

17 February 2024 to ensure compliance (p.27).

In the US, a debate has started about the Federal Trade Commission’s
rulemaking in the fields of consumer privacy and data security (p.8).
The FTC’s focus is very much on behavioural advertising. Some
commentators are however questioning the FTC’s authority to engage
in privacy rulemaking, especially now as there are attempts in the US
Congress to adopt a federal level privacy law.

Our Germany correspondents report on data transfers in the context of
US-based subsidiaries, and the application of Schrems I1 (p.12). We also
bring you an analysis of a recent Advocate General’s Opinion from the
Court of Justice of the European Union on compensation under the
EU GDPR (p.1).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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ANALYSIS

EU GDPR... from p.1

On 6 October 2022, Advocate-
General Campos Sinchez-Bordona
delivered his Opinion' on the issue of
non-material damage in Ul v Osterre-
ichische Post AG — a case referred” to
the Court of Justice of the European
Union (CJEU) by the Supreme Court
of Austria. The Austrian court put for-
ward three questions, which we para-
phrase below:

1. To obtain compensation under Art.
82 GDPR, must the data subject
suffer harm in addition to the GDPR
infringement, or is the infringement
intrinsically sufficient?

2. In assessing compensation, must
the court consider requirements of
EU law beyond the principles of
effectiveness and equivalence?

3. Must a claim for compensation for
“non-material damage” meet a de
minimis threshold that requires
more than mere upset feelings
caused by the GDPR infringement?

BACKGROUND

The case was brought by a data subject,
UT, against the Austrian postal service,
Osterreichische Post. In order to facili-
tate targeted advertising,
Osterreichische Post collected infor-
mation on the political preferences of
the Austrian population. To do so, it
ran an algorithm using the data (e.g.,
addresses and ages) to identify the
likely political inclinations of various
data subjects, including UL UI was cat-
egorised to have a high affinity with the
Freedom Party of Austria — a far right
populist party.

Ul was offended by the party
affinity attributed to him, claiming
that it was insulting, shameful, and
damaging to his reputation —
although, notably, this information
was not transferred to third parties.
Further, he asserted that it caused
him great upset and a loss of confi-
dence, as well as a feeling of public
exposure. For his discomfort, he
claimed compensation of €1,000 in
non-material damages. The case was
dismissed in the lower courts in Aus-
tria; however, it was later appealed to
the Austrian Supreme Court, which
then referred three questions — to
which we refer above and below —

to the CJEU.

election

THE OPINION

1. To obtain compensation under Art.
82 GDPR, must the data subject
suffer harm in addition to the GDPR
infringement, or is the infringement
intrinsically sufficient? The Advocate
General differentiated between two
approaches to compensation under
Art. 82 GDPR: (i) where an infringe-
ment of the GDPR, regardless of the
existence of harm, gives rise to a claim
in damages; and (ii) where an infringe-
ment of the GDPR automatically pro-
duces harm that gives rise to a claim in
damages. He considered this theoreti-
cal distinction important because in sit-
uation (ii) damage is a prerequisite for
compensation. Regardless, in practice,
the applicant need not prove damage in
either case.

In the Advocate General’s view,
compensation regardless of the exis-
tence of harm or damage (i.e. approach
(1)) conflicts with the words of Art.
82(1) GDPR, which gives a right to
compensation to any person “who has
suffered ... damage as a result of an
infringement” (emphasis in original). It
was also his opinion that the approach
conflicts with the primary aim of the
civil liability established by the GDPR,
which is to give the data subject “full
and effective compensation for the
damage suffered”. Indeed, if there is no
damage, any compensation would not
serve the function of redress, it would
simply exist to punish the controller.

The Advocate General analysed sit-
uation (ii) through literal, historical,
contextual, and teleological lenses. He
first noted that other EU legislation
expressly provides for an automatic
right to compensation, which is
notably absent under the GDPR.

Further, in an attempt to better
define what constitutes non-material
damages under the GDPR, he dis-
missed arguments stating that mere
loss of control over data necessarily
constitutes non-material damage. On
this point, he observed that it was not
the GDPR’s sole objective for data
subjects to have absolute control over
their personal data. Although this is
one objective, it must be seen along-
side other objectives of the GDPR,
including the promotion of free move-
ment of data in the single market. The
aim of the GDPR, he stated, is to legit-
imise the processing of personal data

under strict conditions, not to limit it
systematically.

If no damage — or at least no mate-
rial damage - is suffered by the data
subject, then the damages cannot be
regarded as compensatory and would
more closely resemble punitive dam-
ages. The Attorney General noted that
it is possible for Member States’ legal
systems to provide for the payment of
punitive damages. Yet, after consider-
ing a literal interpretation of the
GDPR, an interpretation in light of the
history of the provision, a contextual
interpretation, and a purposive inter-
pretation, he concluded that the GDPR
intends to compensate the injured
party for the harm suffered, not punish
the infringer.

In doing so, he made a number of
useful observations. For example, he
noted that although the duty on an
infringing party to compensate oper-
ates as an incentive on that party to
observe the rules, this is merely supple-
mental to public enforcement of the
rules, which serves the punitive func-
tions contemplated by the GDPR. He
also noted that allowing for compensa-
tion without damage would encourage
unjustified civil litigation and could
thereby discourage data processing.

2. In assessing compensation,
must the court consider any require-
ments of EU law beyond the princi-
ples of effectiveness and equivalence?
The principle of effectiveness requires
that Member States’ courts ensure that
national remedies and procedural rules
do not render claims based on EU law
impossible in practice or unreasonably
difficult to enforce; and the principle of
equivalence requires that the protection
within a national legal system of EU-
law-based rights must not be less
favourable than in the case of individual
rights based on national law.

The Advocate General explained
that because the harmonised provisions
of the GDPR apply directly, and
because Art. 82 of the GDPR applies in
respect of all non-material damage
occurring as a result of an infringement,
the principles of effectiveness and
equivalence do not play an important
role in the assessment of compensation.

The Advocate General made clear
that compensation will depend, primar-
ily, on the claim put forward by each
applicant. He also reiterated that
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ANALYSIS

punitive damages are not provided for
by the GDPR’s system of civil liability,
but that other options have been
adopted in CJEU and national Euro-
pean case law. For example, some
national legal systems allow for sym-
bolic payments, or payments intended
to neutralise an unfairly obtained
profit. Indeed, in terms of symbolic
payments, the GDPR allows, under
Art. 79, for Member States to offer such
remedies to data subjects where there is
no damage at all; and where there is
damage, any difficulty in proving the
damage must not result in nominal
damages. Regarding neutralising a
profit, the Advocate General expressed
the view that this is not part of the law
of damages and is not provided for by
the GDPR. However, he also recog-
nised that other areas of EU law do
provide non-financial remedies to non-
material damage, “such as recognition
that the infringement occurred, thereby
providing the applicant with a certain
moral satisfaction”.

3. Must a claim for compensation
for “non-material damage” meet a de
minimis threshold that requires more
than mere upset feelings caused by
the GDPR infringement? Perhaps
most significantly, the Advocate Gen-
eral concluded that the GDPR does not
support claims for compensation for
mere upset feelings. He did so by sepa-
rating cases into three categories:
(1) those that result in material damage;
(i1) those that result in non-material
damage; and (iii) those that result in
mere annoyance and upset.

In his view, although EU law does
recognise the principle of compensa-
tion for non-material damage, this does
not apply to all non-material damage
regardless of seriousness. In analysing
the court’s case law, he pointed out the
relevance of the distinction between (i1)
non-material damage (for which com-
pensation may be awarded), and (iii)
other inconveniences arising from the
abuse of the law, which do not neces-
sarily create a right to compensation.
The latter, he describes, is an inevitable
corollary of life in society.

In justifying his position, he also
points out the following:

1. That it is not the sole aim of the
GDPR to safeguard the fundamental
right to the protection of personal
data, nor to limit systematically the

processing of personal data, but

rather to legitimise it under strict

conditions;

2. That any breach of a provision gov-
erning data protection leads to
some negative reaction on the part
of the data subject, and compensa-
tion for this negative feeling is dif-
ferent from the category of cases in
which the court has awarded com-
pensation without damage; and

3. That the system established by the
GDPR puts in place various other
remedies.

The Attorney General concludes by
acknowledging the subtlety of the dis-
tinction between mere upset and gen-
uine non-material damage, but makes
clear that differentiating between the
two falls to the courts of the Member
States. He also acknowledges that this
will likely be subject to public percep-
tions in those individual Member States
about the permissible degree of toler-
ance regarding instances where the sub-
jective effects of the infringement of a
provision do not exceed a de minimis
level.

CONSEQUENCES OF THE OPINION
The Opinion provides welcome clarity
on an issue that different Member
States — and even different courts
within individual Member States — have
approached inconsistently. As dis-
cussed below, the English High Court
ruled in 2021 that a de minimis thresh-
old applies to data breach claims under
the GDPR. The German Federal Con-
stitutional Court, on the other hand,
ruled in the same year that a low-value
case concerning the unlawful sending
of an advertising email should not have
been dismissed by a lower court for its
failure to exceed a materiality threshold
— although it also held that the CJEU
needed to clarify whether the GDPR
provides for a materiality threshold for
damage claims.

This Opinion is beneficial to busi-
nesses, and particularly businesses con-
tending with opportunistic low-value
data breach claims. It helps that the
Opinion recognises the effect of grant-
ing compensation on encouraging
opportunistic litigation, and the overall
dampening effect it would have on the
willingness of private industry to
engage in data processing.

It also adds clarity on calculating

the quantum of damages expected in
data breach claims. For example, it
makes clear that the GDPR does not
recognise a private right to punitive
damages, and therefore damages for
cases with no damage or non-material
damage should be calculated specifi-
cally in light of the harm suffered, with
compensatory principles in mind.

The Opinion is delivered with a few
caveats. First, although the CJEU’s
judgment is likely to follow the Opin-
ion, this is not a certainty; and it
remains to be seen which aspects of the
Opinion the court will incorporate into
its judgment. Second, the Opinion
expressly leaves drawing the line
between non-material damage (which
is eligible for compensation) and mere
annoyance and upset (which is not eli-
gible for compensation) to the courts of
Member States. In doing so, the
Attorney General acknowledges that
the courts of Member States “will
probably be unable to avoid in their
rulings the perception prevailing in
society at a given time”. In other
words, what constitutes de minimis
will depend on the country in question
and general societal perceptions. As a
result, one will need to keep an eye on
rulings of Member States’ courts to
gain insight on where that de minimis

threshold is established.

ENGLISH LAW

Case law of the CJEU made on or after
31 December 2020 is not binding on the
UK courts. The UK courts therefore
have the option to align their position
with the EU position or take their own
path.

The notion that the right to com-
pensation under the GDPR is compen-
satory rather than punitive accords
with the English approach. In Halliday
v Creation Consumer Finance Limited
[2013] EWCA Civ 333°, Arden L]
stated that “it is not the function of the
civil court, unless specifically provided
for, to impose sanctions”, and that this
function is better served by other parts
of the judicial system, through admin-
istrative remedies or criminal penalties,
for example.

However, there is still some level of
ambiguity in English law. In Johnson v
Eastlight Community Homes Ltd
[2021] EWHC 3069 (QB)*, the High
Court ruled that a de minimis threshold
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applies to data breach claims under the
GDPR. Yet, in SMO v TikTok [2022]
EWHC 489 (QB)°, the court consid-
ered that there was at least an arguable
case that compensation under the

GDPR is available as of right.

PENDING CASES
This Opinion — and more importantly
the CJEU’s judgment — will also have
implications for other cases in which
similar references have been made to
the CJEU. A non-exhaustive list is
included below:

e BL v Saturn Electro (Case C-
687/21)% This reference from a
German court asks whether it is
necessary for the right to compen-
sation to establish non-material
damage in addition to a mere
infringement.

e GP v Juris GmbH (Case C-
741/21)’: This reference from a
German court concerns an individ-
ual who received direct marketing
without providing his consent and
following several opt-out requests.

Despite the individual suffering no
financial loss or distress, the CJEU
is asked whether a mere infringe-
ment can support a claim for dam-
ages, and whether there is a de min-
imis threshold that must be reached.

e VB v Natsionalna agentsia za pri-

hodite (Case C-340-21)%: This ref-
erence by a Bulgarian court asks
whether a data subject who has
been a victim in a personal data
breach can claim for their “wor-
ries, fears
where misuse of the personal data
has not been established and the
data subject has not suffered any
further harm.

and anxieties” even

Lore Leitner is a Partner, Arjun Dhar is a
Trainee Solicitor and Josephine Jay and
Miles Lynn are Associates at Goodwin -
Data, Privacy, and Cybersecurity.

Emails: ILLeitner@goodwinlaw.com,
[ADhar@goodwinlaw.com,
WJay@goodwinlaw.com,
IMLynn@goodwinlaw.com|



https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62021CC0300&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62021CC0300&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62021CC0300&from=EN
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244568&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=668819
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244568&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=668819
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244568&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=668819
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244568&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=668819
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244568&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=668819
https://www.bailii.org/ew/cases/EWCA/Civ/2013/333.html
https://www.bailii.org/ew/cases/EWCA/Civ/2013/333.html
https://www.bailii.org/ew/cases/EWCA/Civ/2013/333.html
https://www.bailii.org/ew/cases/EWHC/QB/2021/3069.html
https://www.bailii.org/ew/cases/EWHC/QB/2021/3069.html
https://www.bailii.org/ew/cases/EWHC/QB/2021/3069.html
https://www.bailii.org/ew/cases/EWHC/QB/2022/489.html
https://www.bailii.org/ew/cases/EWHC/QB/2022/489.html
https://www.bailii.org/ew/cases/EWHC/QB/2022/489.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.C_.2022.064.01.0016.02.ENG&toc=OJ%3AC%3A2022%3A064%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.C_.2022.064.01.0016.02.ENG&toc=OJ%3AC%3A2022%3A064%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.C_.2022.064.01.0016.02.ENG&toc=OJ%3AC%3A2022%3A064%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.C_.2022.064.01.0016.02.ENG&toc=OJ%3AC%3A2022%3A064%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62021CN0741
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62021CN0741
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62021CN0741
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62021CN0340
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62021CN0340
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62021CN0340
mailto:LLeitner@goodwinlaw.com
mailto:ADhar@goodwinlaw.com
mailto:JJay@goodwinlaw.com
mailto:MLynn@goodwinlaw.com

G

Join the Privacy Laws & Business community

The PLE& B International Report, published six times a year, is the world’s longest running
international privacy laws publication. It provides comprehensive global news, on 168+
countries alongside legal analysis, management guidance and corporate case studies.

PL&B’s International Report will help you to:

Stay informed of data protection legislative
developments in 168+ countries.

Learn from others’ experience
through case studies and analysis.

Incorporate compliance solutions
into your business strategy.

Find out about future regulatory plans.

Understand laws, regulations, court
and administrative decisions and what
they will mean to you.

Be alert to future privacy and data
protection law issues that will affect your
organisation’s compliance and reputation.

Included in your subscription:

1. Six issues published annually

2. Online search by keyword
Search for the most relevant content
trom all PL& B publications and
events. You can then click straight
through from the search results into

the PDF documents. and related laws.

3. Electronic Version 6. Back Issues
We will email you the PDF edition
which you can also access in online

format via the PL& B website.

4. Paper version also available
Postal charges apply outside the UK.

5. News Updates

Additional email updates keep you
regularly informed of the latest
developments in Data Protection

Access all PL& B International
Report back issues.

7. Events Documentation

Access events documentation such
as PL& B Annual International
Conferences, in July, Cambridge.

8. Helpline Enquiry Service
Contact the PLE B team with
questions such as the current status
of legislation, and sources for specific
texts. This service does not offer legal
advice or provide consultancy.

privacylaws.com/reports

1

J

PL&B International Report is a very useful and business-friendly
publication that allows our team to easily and frequently keep up with

developments in countries outside our jurisdictions of activity.

Magda Cocco and Inés Antas de Barros, Partners and Isabel Ornelas, Managing Associate,
Information, Communication & Technology Practice, Vieira de Almeida, Lisbon

UK Report

Privacy Laws & Business also publishes

PL&B UK Report six times a year, covering
the Data Protection Act 2018, the Freedom
of Information Act 2000, Environmental
Information Regulations 2004 and Electronic
Communications Regulations 2003.

Stay informed of data protection

legislative developments, learn from others’
experience through case studies and
analysis, and incorporate compliance
solutions into your business strategy.

Subscriptions

Subscription licences are available:

e Single use

e Multiple use

e Enterprise basis

¢ Introductory, two and three years discounted
options

Full subscription information is at

lprivacylaws.com/subscribel

Satisfaction Guarantee

\ If you are dissatisfied with the Report in any way, the
unexpired portion of your subscription will be repaid.



https://www.privacylaws.com/reports
https://www.privacylaws.com/subscribe/



