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DATA SECURITY

Massachusetts Bill: shifting
the costs of data breaches
Recent high-profile US-state
security breaches have ensured
state legislators continue to
formulate laws to address the
problem. A Massachusetts proposal
would, if introduced, have the most
far-reaching security breach
regulatory impact to date, requiring
commercial entities to reimburse
banks, on behalf of affected
consumers, for costs incurred in
connection with a breach. Agnes
Bundy Scanlan, Laurie Burlingame
and Jacqueline Klosek, of Goodwin
Procter LLP, examine the proposal.

data protection law & policy march 2007

Over the past several years, there
have been a number of highly
public data security breaches.
According to the Privacy Rights
Clearinghouse, a San Diego based
consumer rights organization,
since 2005, the data records of
more than 104 million US
residents have been exposed to
security breaches. While breaches
of data security can be detrimental
in a number of ways, a lot of the
concern about security breaches
has centered around the fact that
such breaches, when involving
certain types of personal data, can
result in identity theft.
Security breaches occur in
numerous ways and can impact
either a small or large group of
consumers at one time. A review of
some of the recent breaches show
the very wide range of ways that
breaches can and have occurred.
While many breaches have
occurred as a result of hacking into
and tampering with computer
networks, others have occurred
after documents containing
personal information fell off
transport trucks; after company
employees were tricked into selling
data to fraudsters; and after
employees made errors in
disclosing more information than
they were authorized to disclose.
Regardless of the number of
consumers affected, these security
breaches take a serious toll on
victims, as they must spend hours
to get new identifying information
and have their credit reports
cleared up. Breaches also result in
losses for financial institutions.
Generally, it is the credit card
issuing banks that end up paying
for the losses associated with
security breaches. It is estimated
that losses associated with security
breaches totaled approximately $2
billion in 2006.
Two of the more recent
newsworthy security breaches
occurred in retailers headquartered

in Massachusetts. The first of these
security breaches evolved from the
computerized systems of TJX, the
operator of T.J. Maxx, Marshalls
HomeGoods and A.J. Wright stores
in the United States and Puerto
Rico, the T.K. Maxx stores in the
United Kingdom and Ireland and
the Winners and HomeSense stores
in Canada. TJX has not released
information regarding the nature
or volume of the personal
information that was
compromised, but it is believed to
be broad, covering customer
transactions from the United
States, Puerto Rico and Canada in
2003, periodically through 2005,
and from May to December 2006.
While originating in
Massachusetts, this breach quickly
became a worldwide event, as
customer information obtained in
this breach was used to rack up
fraudulent charges by criminals as
far away as Sweden and Hong
Kong. An investigation into the
TJX security breach is still in
progress.
The second of the Massachusetts
retailers affected by a security
breach was Quincy-based Stop &
Shop Supermarket Companies. In
mid-February, Stop & Shop
confirmed that customer
information had been stolen from
several of its stores in Rhode Island
and at least one of its stores in
Massachusetts. In this case,
individuals removed checkout-card
readers, installed bugs into the
readers to steal consumer
information and then reinstalled
the readers. To combat this
problem, Stop & Shop announced
that it had bolted down card
readers at all of its stores
throughout New England, New
Jersey and New York. Several
individuals have been arrested in
connection with this security
breach.
As a result of the increase in
security breaches, such as the TJX
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and Stop & Shop cases described
above, state legislatures have begun
to develop laws to address the
problem. The US Congress has also
taken an interest in the area.
Recently, Representative Michael A.
Costello of Newburyport,
Massachusetts, proposed a Bill in
the Massachusetts House of
Representatives that, if passed,
would have the most far-reaching
security breach regulatory impact
to date.
Massachusetts proposed
solution
The Massachusetts Bill, the stated
purpose of which is to enhance the
confidentiality and protection of
identifying consumer information,
would impose two major
requirements on commercial
entities that experience breaches in
the security of computerized data
systems, resulting in the exposure
of personally identifiable data. The
Bill defines the term ‘commercial
entity’ broadly to include both forprofit and not-for-profit
corporations, all forms of
partnerships, estates, limited
liability companies, associations,
joint ventures, governments and
government subsidiaries,
organizations, or any other legal
entity. Under the Bill, a breach of
the security of the system refers to
‘the unauthorized acquisition of
unencrypted computerized data
that compromises the security,
confidentiality, or integrity of
personal information.’ Finally,
‘personal information’ is defined as
a resident’s name along with one
other element of identity, such as
Social Security Number, driver’s
license number or account number
with its access code.
As observed above, the proposed
legislation would result in two new
obligations for covered entities.
First, the Bill would require both
commercial entities and
individuals that maintain
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The
Massachusetts
Bill would only
cover
breaches of
systems for
which the
personal data
had not been
encrypted

computerized personal
information about consumers to
notify consumers if their
computerized data systems are
breached in such a way that
information about a Massachusetts
resident has been misused, or this
is reasonably likely to occur. Notice
under this section is supposed to
occur in the most effective manner
possible and ‘without unreasonable
delay.’1 Under the Bill, notice can
be directly provided to consumers
in several forms: written,
telephonic or electronic, as long as
it complies with federal law. In
addition, if the cost of providing
notice directly to affected residents
exceeds $250,000, the number of
residents to be notified exceeds
500,000, or the affected entity does
not have sufficient contact
information of residents, the entity
can provide a form of substitute
notice that requires email
notification to all residents for
which it has email addresses, a
conspicuous posting of a notice on
the entity’s website and notice to
major statewide media.
Second, the Bill would apply to
any commercial entity that was
required to provide notice to
consumers of a system security
breach in which personal
information has been misused or is
reasonably likely to be misused,
requiring it to reimburse banks on
behalf of the affected consumers
for any costs that the bank occurred
in connection with the security
breach. According to the Bill, these
potential costs include: costs of
canceling or reissuing credit cards;
costs of closing bank accounts and
stopping payment on certain
transactions; costs associated with
opening new bank accounts; and
costs associated with refunding
customers for unauthorized credit
transactions. Currently, this Bill is
pending in the Massachusetts
Legislatures’ joint committee on
consumer protection.

Reactions to the proposed
legislation
The numerous data security
breaches occurring over the past
few years have raised the attention
of state lawmakers. Many states
have responded to the concern
over security breaches and the
resulting risk of identity theft by
enacting legislation to require
companies experiencing breaches
in certain types of data to notify
consumers about those breaches.
The Massachusetts Bill is very
interesting in that it takes a novel
approach to the problem. As such,
the Bill has already incited a great
deal of commentary and debate.
The notification provision of the
Bill has not raised much concern
because, as observed above, this
requirement is not novel since at
present, approximately thirty-five
states have either enacted or
proposed similar notification
statutes.2 However, the section of
the Bill that would require retailers
to pay for costs associated with
restoring the consumers’ credit has
engendered many different
viewpoints.
Some analysts have contended
that imposing these costs on the
retailers is necessary to get them to
upgrade their existing security
systems, which are woefully
inadequate to protect sensitive
consumer information.3 According
to Visa, although credit card
companies instituted security rules
for businesses accepting credit card
information almost two years ago,
only one-third of large retailers
have complied with these rules.
Unfortunately, companies
oftentimes do not want to update
their security systems since such
updates are costly, thereby
impacting the institution’s bottomline.
Those who support the
Massachusetts Bill claim that this
requirement will enable companies
to contemplate security
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enhancements as a long-term
investment, because if a company
experiences even one security
breach, the aggregate of the direct
costs and indirect costs associated
with damage to its reputation are
likely to be very high.
Individuals on the other side of
the argument suggest that the
Massachusetts Bill is targeting the
wrong group to bear the costs
associated with security breaches.
For example, retailers claim that
they already pay for potential fraud
a priori, as the banks charge them
interchange fees for every
transaction made with a credit
card.
It is estimated that the credit card
industry generated some $30
billion in fees in 2006, with
between $21 billion and $27 billion
of that amount directed to the
issuing banks. In addition, the
credit card companies also impose
fines on merchants who do not
comply with security standards.
Hence, the retailers feel that an
additional government fine would
be excessive and amount to a
‘pyramiding of fees.’
Yet others have taken the position
that the retailers should not be
held accountable for security
breaches because it is not always
possible to completely secure such
systems from hackers, who are
typically highly versed in computer
operations. These individuals claim
that the problem is with the credit
card networks themselves, which
are not secure and require
enhancements to better protect
transaction data (for example, by
requiring individuals to
authenticate their card through a
constantly changing access code).
These individuals also claim that it
makes more sense to solve the
problem on the network level, as
there are only a few networks in
existence, while there are
thousands of retailers with varying
levels of security in place.
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Commentary
Determining which party should
bear the costs associated with data
security breaches is clearly a
difficult issue which requires a
great deal of analysis and is beyond
the scope of this article. However,
one item of interest is to note that
the Massachusetts Bill would only
cover breaches of systems for
which the personal data had not
been encrypted. Therefore, many
retailers who currently encrypt
personal data would not fall under
the ambit of the law. One can only
question whether the law, if
enacted, should be so limited in
scope.
A likely outcome of the
Massachusetts and other state
legislation is that we are more
likely to see security breach federal
legislation in the near future.
Chairman of the House Financial
Services Committee, Barney Frank
(D-MA) appears to be in favor of
this Bill, but claimed that he would
prefer a national trigger for
notification about the security
breach. Although the contours of
such a federal law are unknown, it
would likely include the
notification trigger described by
Chairman Frank and potentially
could shift liability from banks to
retailers, as in the Massachusetts
Bill. In addition, Congress might
consider a provision that would
allow consumers to place security
freezes on their credit accounts
without cost, a notion that has
been supported by several states,
including Massachusetts.4
Although some fear a federal rule,
it seems that such a rule would
offer greater clarity for businesses
that are presently struggling to
comply with the complex
patchwork of state laws that
currently exist or have been
proposed. In this manner, all
businesses will be treated the same,
thereby not unfairly punishing
entities in one geographic region

due to stricter security standards.
In addition, consumers across the
country deserve the same level of
protection from identity theft and
the right to be promptly notified
after such an incident occurs.
Agnes Bundy Scanlan Counsel
Laurie Burlingame Associate
Jacqueline Klosek Counsel
Goodwin Procter LLP
abundyscanlan@goodwinprocter.com
lburlingame@goodwinprocter.com
jklosek@goodwinprocter.com
1. Under the Bill, one would not need to
give notice if such delay was required for
law enforcement to conduct an
investigation, hence suggesting that this
type of action would be a cause for
reasonable delay.
2. See, for example, National Conference
of State Legislatures, 2006 Breach of
Information Legislation (last updated Jan.
7, 2007) for a summary of the different
state laws and proposals.
3. Companies would likely be required to
upgrade their security systems if this Bill
were passed, not only due to the fear of
costs associated with regulatory action
for non-compliance, but also due to the
fact that insurers would likely not insure
entities that had failed to comply with all
required government regulations. This
would place even greater stress on
companies to upgrade their security
systems.
4. In fact, Representative Costello has
co-sponsored another Massachusetts
Bill, H. 328, which proposes such a
measure.
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